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TekRADIUS Service Provider (SP) Edition

TelkRADIUS - SP Edition

VolIP Billing feature supported only by SP Edition. Requirements for SP edition:

e Vendor: Supported RADIUS Vendors are Cisco, Quintum and Epygi. (Your Access Server
is not needed to be one of these vendors, most VolP vendors support Cisco VolP attributes).
e RADIUS Attributes: There must be Cisco, Quintum or Epygi VSA 24 (H323-Conf-Id)
found in RADIUS Authentication and Accounting request packets in order TekRADIUS to
assume that incoming packet belongs to a VolP session. Accounting made based on
“originate” call leg (VSA 26).
e TekRADIUS Configuration: VolP Billing must be enabled in order TekRADIUS to
process incoming RADIUS packets belong to VolIP sessions. You can enable VolP Billing
using TekRADIUS Manager; check Settings / Service Parameters / Accounting / VoIP
Billing Enabled option.

You must have “Rates” SQL table under TekRADIUS database with at least “Default” Rate table.
You can use TekRADIUS Rate Editor to create “Rates” SQL table and its entries. Use User-Credit
(Add as a check attribute in user profiles) attribute to assign credits to VoIP users in TekRADIUS.
You can optionally add Credit-Type unit to user or group profiles.

TekRADIUS Rate Editor

TekRADIUS Rate Editor is used to create rate tables for VVolP services. TekRADIUS must be
installed prior to installation of Rate Editor. Rate Editor reads settings of TekRADIUS to access

TekRADIUS database.

Rate Editor checks if “Rate” table exists in TekRADIUS database at first run. If not, Rate Editor
automatically creates “Rate” table.

B Rate Editor = B
File Help
Editor | Import / Export | Test
Browse Rate Tables Table Default
VolP ¥/ [ Rate entries for the table "Default™

Table Name Type Prefic Destination Resolution Price 2

Default VolP 1 USA 30 0.5

Deneme VolP 2 Test 15 0.02
9 Test &0 1
502 TURKEY - Proper 15 0.02
902121 TURKEY - Istanbul 15 0.02
502161 TURKEY - Istanbul 15 0.02
902221 TURKEY - Eskisehir 15 0.02
502241 TURKEY - Bursa 15 0.02
502261 TURKEY - Yalova 15 0.02
502281 TURKEY - Bilecik 15 0.02
902321 TURKEY - lzmir 15 0.02
502361 TURKEY - Manisa 15 0.02
902421 TURKEY - Antalya 15 0.02
502461 TURKEY - isparta 15 0.02
502481 TURKEY - Burdur 15 0.02 N

Default Volf v| Bl X PFic: (902121 | Dest. : |TURKEY - Istar| Res. - |15 Price - 0,02 7z X
Default table has 105 record(s).
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Set Price = 0 if you do not want to be billed calls for the particular prefix.

You can create rate tables either manually or using Import function. Each rate table must have its
own unique name. You can define prefix based rates after creating a rate list group. You can specify
a rate table for a user or group profile by adding Rate-Table as a check attribute to the user or group
profile.

Every rate entry has four fields; Prefix, a description for the Destination, Billing Period (Resolution
in seconds) and Price for the billing period.

R=E

File Help

Update existing rates : [
Progress : |
Report : | Stating export process...

Reading rate table.
7 record|s) exported.

CSVY Rle : |C:\Documents and Settings Administrator’.Desktop’. Test cav | EI Import | | i:l Export |

|Export finished...

Rate Editor can import text files having rate entries. Every line must contain six fields separated
with semi-colons (Table;Prefix;Destination;Resolution;Price; Type). Here is a sample of import file
(VolP type billing);

Default;1;USA;30;0.5;VoIP
Default;90212;Istanbul, Turkey;30;1;VoIP
Default;90532; Turkcell;5;2;VoIP

Default; 9054;Vodafone;5;2;VoIP

Default; 9055;Avea;5;2;VoIP
Default;90232;Izmir;30;2;VoIP

Test;90; Turkey, PSTN;1;1;VoIP

Click [Import] button at “Import/Export” tab to import a rate file. If you do not check “Update
existing rates” option, Rate Editor will skip importing new entry if an existing rate entry found. You
can also export rate entries in the database by clicking [Export] button.

Credit and Charged Amount Calculation

TekRADIUS calculates authorized credit using following formula;

Authorized Amount = (User Credit / Price) x Resolution
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TekRADIUS calculates charged amount when user session ends using following formula;
Charged Amount = (Duration / Resolution) x Price

You must have mappings for h323-conf-id and h323-call-origin attributes in Accounting Table
settings for proper operation.

aTekRADIUS Manager (Admin Mode) [SP] Hi=] E3
File  Service Help
Users | Groupsl Clients Application Logl Active Sessionsl Dictionary Editorl Repor‘tingl Monitorsl
SQL Connection | Database Tables || Accounting Table | Service Parameters | Alerting |
Accounting Table Field | Radius Attribute |
SessionlD Acct-Session-Id
StatusType Acct-Status-Type
InputCcts Acct-Input-Cictets
Qutlcts A cck-Output-Octets
UserMame User-Name
MNasIFAddr MNAS-IP-Address
CallingStationId Calling-Station-Id
CalledstationId Called-Station-Id
AcctSessTime Acct-Session-Time
MNasIdentifier NAS-Identifier
MasPort MAS-Port
MNasPortld NAS-Port-1d
MasPortType MAS-Port-Type
FramedIPAddr Framed-IP-Address
DisconnectCause Acct-Terminate-Cause
h323Confld cisco-h323-conf-id
h3z3callorigin cisco-h323-call-origin
New DB Field : |h32303|l0rigin Type : IText j dF  add Field
DB Fields : Ih323c:a||0rigin j Attributes : Icisco-h323—call-origin j | “"j Add Pair | | X Celete Pair |
d | .j Save Settings |
|Configure TekRADIUS.., | TekRADIUS Service is Running &z ik

Cisco- h323-conf-id and Cisco- h323-call-origin attributes are mapped in the example above. You
need to map correct attributes based on your vendor (Quintum, AudioCodes etc...).

You can simulate authorization and charging functions in test tab.

B Rate Editor = =
File  Help

Editor | Import / Bxport | Test
Calculate Authorized Amount

Rate Table : | Default b4
Phone Number - | 502125551010

Credit - 100
Authorized Amount : 75000 seconds Calculate
Calculate Charged Amourt
Rate Table : | Default b4

Phone Number - | 502125551010
Used Seconds - |720

Charged Amount : 0,96

Default table has 105 record(s).
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TekSIP Application Notes

TekSIP SP edition provides SIP session control in conjunction with a RADIUS server. You need a
RADIUS server which supports VolIP authorization. TekRADIUS SP edition supports VolIP
authorization with billing. You can request a trial key for SP editions of TekRADIUS and TekSIP
from KaplanSoft. You need to enable bot RADIUS accounting and authentication in TekSIP.

ﬁ TekSIP 3.5 {SP) - [secure.kaplansoft.com] - 178.18.194_26:5060

Eile  Service Help
Hegistrationsl Active Sessionsl Endpointsl Houtingl Application Logl Fiecordings  Settings Iﬂuarantinel
Service Parameters ||Accounting | Authentication | Services | Counters |

— Accounting
Accounting Enabled : [ Stop Only : [
RADIUS Server : |192.1EB.1.1D
RADIUS Port: [1813
RADIUS Secret: [
RADIUS Timeout / Retry - ISDD ms |3 =] times

Send ¥5AS's : [
Interim Accounting Period - IU 5: seconds

|Click Apply or Save to make settings change active &

You must set Send VSA's option to send VoIP vendor specific attributes. You can optionally
enable sending interim RADIUS updates to the RADIUS server by setting Interim Accounting
Period value greater than zero.

ﬁ TekSIP 3.5 (SP) - [secure.kaplansoft.com] - 178.18.194.26:5060

File  Service Help

Hegistrationsl Active Sessionsl Endpointsl Houtingl Application Logl Recordings  Settings I Quarantinel

Service Parameters | Accounting ||Authentication | Services | Counters |

—Authentication

Authentication Enabled :
Encrypt Pazswords :
Auth.Calls to Reg.EPs :
Blacklist IP Endpoints :
Usze RADIUS :

RADIUS Server : |192.188.19

RADIUS Port : |3
I—

for |3600  secands. after |5 = failure inl B0 seconds

979X

RADIUS Secret: |*

BADIUS Timeout / Retiy : IEDD s |3 ::I tirnies
Authorization Only - [

| ) Revert || [+ &pply ||L';_-‘Save |

|Click apply or Save to make settings change active o

You must set Authorization Only options in RADIUS authentication options. TekSIP will not send
RADIUS digest authentication attributes for VolP calls (INVITE requests) when this parameter is
set.
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You must also set Auth. Calls to Reg.EPs if you plan to bill local calls between registered
endpoints.
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