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Policy Matching

Every user profile in TekRADIUS is associated with a group profile. Group profiles enable you to
group common check / reply attributes for a group of users. TekRADIUS allows you to authenticate
with a different set of group attributes chained with Next-Group attribute in the primary group.
Policy matching allows you to specify an alternative primary user group for an incoming
authentication request when user is assigned to the default user group in TekRADIUS. Policy
matching is also used to determine local user group for AD/Windows user accounts when there is
not a corresponding local user group for the user's primary AD group. Matching based on policy
attributes added as check attributes to the group profiles:

Client-Label
NAS-IP-Address
NAS-Identifier
Service-Type
Framed-Protocol
Called-Station-Id
NAS-Port-Type
Authentication-Method

User GTest has User-Password attribute as a check attribute and assigned to Default user group:

& TekRADIUS Manager 5.8 [5P] — O x
File Service Help
‘ Users &. Groups [m Clients |ZJ Settings Er Events E‘i Sessions ! Dictionary Reports @) Counters @ SQL e Proxy
Browse Users User Gtest (Enabled)
All User-Nams ke G .
| V” TEn V” V”g V| Attribute Type value
Username Group User-Password Checle ek
Gtest Default
< >
[Enter username | DR V] B 4 2 X [oneck | [userpassnore B[~ FEEE
User 'Gtest' selected... z

Defautl user group has only Tunnel-Private-Group-1D attribute as a success-reply attribute:
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&l TekRADIUS Manager 5.8 [SP] — O ®
File Serwvice Help
‘ Users &% Groups E Clients ) Settings Events [LF Sessions ! Dictionary Reports @ Counters 0 SQL m™ Proxy
Browse Groups Group Default (Enabled)
|Smp'uma v” - V”D V‘ Attribute Type Walue
Group Name Tunnel-Frivate-Group-ID  Success-Reply 100
Default
Default-Backup
DIREKTUR
| L] j’ x Success-Repl » | | Tunnel-Private-Group-10 | (100 V| .03 L] )(
Attribute 'TLS-Allowed-CA' for the group 'Default’ (Check) is deleted. z2
23.05.2024 18:58:32.714 - RadAuth req. from 127.0.0.1:61859 [UDP]
Size : 64
Identifier I
Attributes
User-Name = gtest
NAS-IP-Address = 192.168.1.51
Framed-Protocol = 1 (PPP)
Service-Type = 2 (Framed)
23.05.2024 18:58:32.734 - No group check attribute is configured for user 'gtest' - (default).
23.05.2024 18:58:32.734 - CHAP authentication commencing for user 'gtest'
23.05.2024 18:58:32.734 - CHAP authentication commencing for user 'gtest' (default).
23.05.2024 18:58:32.737 - CHAP authentication is successful for user 'gtest' (default).
23.05.2024 18:58:32.739 - Check items control for user 'gtest' - Start (CHAP) [Group: 'default'].
23.05.2024 18:58:32.739 - Check items control for user 'gtest' - Stop [Group: 'default'].
23.05.2024 18:58:32.739 - Authentication is successful for user 'gtest'
23.05.2024 18:58:32.740 - Fetching Success-Reply items for user 'gtest' - Start.
23.05.2024 18:58:32.744 - Fetching Success-Reply items for user 'gtest' - Stop.
23.05.2024 18:58:32.744 - Generating Reply Packet for user 'gtest' - Start.
23.05.2024 18:58:32.745 - Generating Reply Packet for user 'gtest' - Stop.
23.05.2024 18:58:32.747 - RadAuth reply to 127.0.0.1:61859 (Success)
Size : 25
Identifier )
Attributes :

Tunnel-Private-Group-ID = 100

User GTest will be authenticated and authorized by processing attributes in local user profile and

Default user group as shown above.

You can create a policy group with NAS-IP-Address = 192.168.1.51 and use as primary group for

the authentication requests comes from 192.168.1.51
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&l TekRADIUS Manager 5.8 [SP] — O ®
File Serwvice Help
‘ Users &% Groups E Clients ) Settings Events [LF Sessions ! Dictionary Reports @ Counters 0 SQL m™ Proxy
Browse Groups Group Policyl (Enabled)
|Srm|>N.;ma v” - V”Rj V‘ Attribute Type Walue
Group Name NAS-IP-Address Check 192.168.1.51
Policy1 Reply-Me=sage Success-Reply Policyl
Policy2
Policy3
Policyd
| g K |check v | | NAS-1P-Address v V| B+ X
Cached attributes cleared. z2
23.05.2024 19:01:24.225 - RadAuth req. from 127.0.0.1:55920 [UDP]
Size : 64
Identifier : 3
Attributes
User-Name = gtest
NAS-IP-Address = 192.168.1.51
Framed-Protocol =1
Service-Type = 2
23.05.2024 19:01:24.231 - Group check attribute(s) obtained for user 'gtest' - (Policyl).
23.05.2024 19:01:24.231 - CHAP authentication commencing for user 'gtest'
23.05.2024 19:01:24.231 - CHAP authentication commencing for user 'gtest' (Policyl).
23.05.2024 19:01:24.231 - CHAP authentication is successful for user 'gtest' (Policyl).
23.05.2024 19:01:24.232 - Check items control for user 'gtest' - Start (CHAP) [Group: 'Policyl'].
23.05.2024 19:01:24.232 - Check items control for user 'gtest' - Stop [Group: 'Policyl'].
23.05.2024 19:01:24.232 - Authentication is successful for user 'gtest'
23.05.2024 19:01:24.232 - Fetching Success-Reply items for user 'gtest' - Start.
23.05.2024 19:01:24.234 - Fetching Success-Reply items for user 'gtest' - Stop.
23.05.2024 19:01:24.234 - Generating Reply Packet for user 'gtest' - Start.
23.05.2024 19:01:24.234 - Generating Reply Packet for user 'gtest' - Stop.
23.05.2024 19:01:24.234 - RadAuth reply to 127.0.0.1:55920 (Success)
Size 29
Identifier 3
Attributes
Reply-Message = Policyl

User GTest will be authenticated and authorized by processing attributes in local user profile and

Policyl user group as shown above.

You can also specify a more specific policy. You can match authentication requests from
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192.168.1.51 with CHAP authentication method to group named Policy4.

&l TekRADIUS Manager 5.8 [SP] — O ®
File Serwvice Help
‘ Users &% Groups E Clients ) Settings Events [LF Sessions ! Dictionary Reports @ Counters 0 SQL m™ Proxy
Browse Groups Group Policy4 (Enabled)
| Croup-hsme > ” - > ”Rj > ‘ Attribute Type Walue
Group Name NAS-IP-Address Check 192.168.1.51
Policyl Authentication-Method Check CHAP
Policy2 Reply-Message Success-Reply  Policyd
Policy3
Policy4
| g K |check | | NAS-1P-Address v V| B+ X
Cached attributes cleared. z2
23.05.2024 19:04:18.352 - RadAuth req. from 127.0.0.1:58791 [UDP]
Size 64
Identifier 4
Attributes
User-Name = gtest
NAS-IP-Address = 192.168.1.51
Framed-Protocol =1
Service-Type = 2
23.05.2024 19:04:18.357 - Group check attribute(s) obtained for user 'gtest' - (Policy4).
23.05.2024 19:04:18.357 - CHAP authentication commencing for user 'gtest'
23.05.2024 19:04:18.357 - CHAP authentication commencing for user 'gtest' (Policy4).
23.05.2024 19:04:18.357 - CHAP authentication is successful for user 'gtest' (Policy4).
23.05.2024 19:04:18.358 - Check items control for user 'gtest' - Start (CHAP) [Group: 'Policy4d'].
23.05.2024 19:04:18.358 - Check items control for user 'gtest' - Stop [Group: 'Policy4'].
23.05.2024 19:04:18.358 - Authentication is successful for user 'gtest'
23.05.2024 19:04:18.358 - Fetching Success-Reply items for user 'gtest' - Start.
23.05.2024 19:04:18.361 - Fetching Success-Reply items for user 'gtest' - Stop.
23.05.2024 19:04:18.361 - Generating Reply Packet for user 'gtest' - Start.
23.05.2024 19:04:18.361 - Generating Reply Packet for user 'gtest' - Stop.
23.05.2024 19:04:18.361 - RadAuth reply to 127.0.0.1:58791 (Success)
Size 29
Identifier 4
Attributes
Reply-Message = Policy4

TekRADIUS always select the group with the most matched attributes. If multiple groups are
matched TekRADIUS will fall back to the Default group.
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