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Fair Usage Policy Implementation - Part Il

We have provided a basic policy implementation for fair usage. In this example we will provide
detailed configuration for PEAP in Mikrotik devices. In this example users have daily 500 MB quota
and TekRADIUS will disconnect user session when the user consumes all assigned quota. User will
be able to login after midnight when TekRADIUS will update user’s daily quota. Session termination
is done by sending a RADIUS disconnect request.
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Mikrotik Configuration

Click IP / Addresses in Mikrotik WinBox menu and set an available IP address in your LAN for the
bridge interface. You connection to the wireless device may be lost after this procedure. Try to re-
connect if your connection is lost.
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Set wireless interface parameters. Click Wireless in Mikrotik WinBox menu. Create a security
profile first. Click + at Security Profiles tab.

]| E3)

Interfaces  Nstreme Dual Access List Registration | Connect List  Security Profiles | Channels

= [T Security Profile <TekRADIUS:
Name Mode Authenticatio .. | Unicast Ciphers |Group Cipherd  General RADIUS EAP  Stati
TekRADIUS dynamickeys WPAZEAP  aescom aes com ——
* defautt dynamic keys  WPAEAP W... aes com aes ccm [Tl RADILIS
Mode: |dynamic keys *
Authentication Types: WPA PSK WPAZ PSK c
WPAEAP [ WPAZ EAP 2
Unicast Ciphers: |v| aes ccm thip

Group Ciphers: |+ aes ccm thip

WPA Pre-Shared Key:

WPAZ Pre-Shared Key:
2items (1 selected)

Supplicant Identity:

Group Key Update: |00:00:30

-+

Management Protection: |allowed

Management Protection Key:

Enter recommended values as shown above for General parameters. Set EAP Accounting at RADIUS
tab.

Interfaces  Mstreme Dual Access List Registration Connect List Security Profiles | Channels
+ =T Security Profile <TekRADIUS=
MName Mode Authenticatio... |Unicast Ciphers | Group Cipherg G | RADIUS |EAP | Stati
TekRADIUS  dynamickeys WPA?EAP  aes com e Enerd ic Keys
* defautt dynamic keys  WPAEAP W._.. aes cem aes ccm i MAC Authentication Tees]
MAC Accounting
v| EAP Accounting
Interim Update: |00:05:00
MAC Format: | 2000000 ¥
MAC Mode: |as usemame ¥
MAC Caching Time: |disabled ¥
Zitems (1 selected)

Set EAP Methods = passtrough at EAP parameters tab.
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| Neme _Mede Adreticato | Uncast Cpners Group Coberl oy Rapiss EAP | e
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Double click wlan1 interface at Interfaces tab. Set “ap bridge” as Mode, set a name for SSID, set
Bridge Mode = enabled, select previously set security profile, select Default Authentication option
at the bottom.

Irterfface <wlan1=

General Wirsless HT HTMCS WDS Netreme NV2 Status

Mode: [EY T  + | Cancel

Band: | 2GHz-B/G/N =]
Interfaces |N st Ducd | Accoues Lis | Fgisral Channel Widih: | 20/40MHz Ce [#] m
Frequency: |auto ||3 | MHz e
[#-][=] [«][x]
[Name i ] SSID: |Intemet |«
S dbwlanl Wireless (Atheros ARS... Scan List: |defaut B Advanced Mode
Wireless Protocal: |any || ¥ Torch
Security Profie: | TekRADIUS |= Scan...
Bridge Mode: |enab|ed || ¥
:
VLAN Mode: |no tag || * |
VLAN ID: [1 |
q] Defautt AP Tx Rate: | |+ bps
1 item out of 3 (1 selected) Defaut Cliert Tx Rate: | |+ bps

Default Authenticate
["] Default Forward
[] Hide SSID

|enab|ed | |sla\re |n.|nning ap |

Create a RADIUS server profile for wireless service next. Click Radius menu option in Mikrotik
WinBox menu. Select only “wireless” as Service option, enter IP adddress of TekRADIUS installed
machine, shared secret for RADIUS communications, 1812 for the authentication, 1813 for the
accounting port. 5000 ms is recommended for the Timeout parameter. Click OK to accept settings.
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]
[x]

IE‘E‘ |z| | Reset Status || Incoming |

# | |Senrice |Ca||ed|D |Domain |.P«ddress |Sec:'e°t
wireless 192.163.883 =

TI

Radius Server <192.168.88.3>

General | Status

s 55
[] hatspat wireless
Called ID: | |-
Domain: | | R e
Address: [192.168.88.3 | Copy
Secret: |......... | Remove

1item (1 selected)

Reset Status

i

Authentication Port: [1812 |

Accounting Port: |'|B'|3 |
Timeout: |5D[N] | ms

["] Accounting Backup

Realm: | | bl

Src. Address: [0.0.0.0 | =

|enabled

Click Incoming button, click Accept option and set 3799 as Port.

[=1|E3
[#][=] [2][] | Reset St | incoming |
=3 | |Sen:ice |Ca||ed D |Domain |Address |Sec:re't ”V
0 wireless 152.168.883 -
Radius Incoming
Requests: |0 Apply
Bad Requests: D Reset Status
Acks: (0
Neks: [0 |

1item

TekRADIUS Configuration

Create a RADIUS client entry for the wireless access device first. the ‘Interim Update Period’” may
be set to force TekRADIUS to clear any associated active sessions and simultaneous session entries
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if an update is not received in the period specified. The minimum allowed value for interim update
period is 60 seconds. 300 seconds (5 minutes) is set as interim update period in this example. You

need to set Mikrotik as vendor.

Sl TekRADIUS Manager LT 5.4 [5P]

- O *

File Service Help

Users Groups Clients Settings Application Log Active Sessions Dictionary Editor Reporting Counters SQL Proxy

NAS Secret Vendor Enabled Interim Update

i192,168.88.21 test mikrotik Yes 300

RADIUS Client Properties

NAS Secret Username Part Vendor Enabled Interim Update Period
[192.168.88.21 ~| [test || mikrotik v|[Yes ~|| 300[ seconds

Kill Command

| |[#][X]

Selected client removed... TekRADIUS LT Service is running (2

User and Group Profiles

Here are typical group and user profiles created for this scenario;

Sl TekRADIUS Manager LT 5.4 [5P]

- O *
File  Service Help
: : lients Settings Application Log Active Sessions Dictionary Editor Reporting Counters SQL Proxy

Browse Groups Group myfupgroup (Enabled)

Group-Na v | |like v~ ™ Attribute Type Value

Group Name Credit-Period Check Daily

ih Credit-Per-Period Check 500

=h Credit-Expiry-Action Check Send-PoD

Blank TLS-Server-Certificate  Check office.kaplansoft.com

an Credit-Unit Check MBytes-sum

Default

myfupgroup

RAS-RDP-Access

RAS-RDP-Access-2FA

RAS-RDP-Access-2FA-GA

settimanale

Teachers

Wired

|my‘Fupgroup | & F XK Check ~ | | Credit-Per-Period ~ ‘&g g X

Group 'myfupgroup’ selected. Selected group profile has 1 user profile.

TekRADIUS LT Service is running 2

Group profile
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= TekRADIUS Manager LT 5.4 [5P]
File

O >
Service Help
Users Groups Clients Settings Application Log Active Sessions  Dictionary Editor Reporting Counters  SQL Praosy
Browse Users User dursun (Enabled)
Al w | |User-Mame | |fke | |dur ~ Attribute Type Value
Username Group User-Password Check FEEE
dursun myfupgroup User-Credit Check 500
I:I myfupgr ~ 4+ & X Check ~ | | First-Lagan ~ 9'3 dh ><
User 'dursun’ selected...

TekRADIUS LT Service is running 2

Sample user profile

User profile has Credit-Period

Daily and Credit-Per-Period = 5000 attributes.
These attributes grant user to have 500 MB data usage. User’s data quota will be reset daily. You
can also set User-Credit manually when needed.

TLS-Server-Certificate is required for PEAP authentication you can create a server certificate using
TekCERT.

clicking PoD button.

TekRADIUS will disconnect user session(s) when all the the credit is consumed. You can disconnect
active user sessions manually through Active Sessions tab by selecting active user sessions and
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