- How to Add Custom Vendor Specific Attributes to TekRADIUS?

How to Add Custom Vendor Specific Attributes to TekRADIUS?
User Defined Vendor

Name=Codex
IETF Code=449

User Defined Attribute

VSA 200=Codex-UM-AuthPrivilege (Integer)

User Defined Attribute VValues

13=AccessEngineering
11=AccessService
5=AccessRestricted
4=AccessMedium
3=AccessUserPlus
2=AccessUserDiag
1=AccessFree

B TekRADIUS Manager {Admin Mode) M=] E3
File  Serwice Help
Lzers I Groupsl Clienlsl Setlingsl Application Logl Active Sessions  Dictionary Editar | Heportingl
 Wendars — Adtributes for wendor ‘Codes’
D | Wendor Mame | Enabled | Altribute |D | Attribute Name | Attribute Type | Enabled |
1 ietf ez
A acc ez
3 iz ez
15 wlogics Yes
A1 tekradius ez
E1 rnerit ez
B4 gandalf Yes
1EE zhiva ez - - -
o7 livingstan Yes Ilnteger J IYES J
K1 rnzoft ez
pLE s | Add/Update || Delete |
523 azcend ez
1584 bay Yes [ Walues
1781 lucent ez
2352 redback Yes Value D] Vaiue |
EE18  quintum Yes
14122 WwISPr es
443 Ciodex ez
[413  [Codex [res x|
| Addpdate | | Delete | I | Add/dpdate | | Delete |
Discard | Aclivate | Save |
|New Vendor 'Codex' added. .. | TekRADIUS Service is Stopped ,.‘ ot

Click Dictionary editor, enter Vendor ID and Vendor Name in Vendors section, click [Add/Update]
button. Vendor ID and VVendor Name must be unique.
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B 1ekRADIUS Manager {Admin Mode) H=] E3
File  Service Help
Users I Grnupsl I:Iientsl Settingsl Application Lngl Bctive Sessions  Dictionary Editar |Hepnlting|
 Wendors — Attributes for wendor ‘Codes’
In] | Yendor Mame | Enabled | Attribute (D | Abtribute Name | Attribute Type | Enabled |
1 ietf Tes 200 Codex-Uk-2uthPrivilege: integer Yes
7 acc Tes
| cisco Tes
15 wylogics Tes
A1 tekradius Tes
E1 et Tes
B4 gandalf Yes
1EE zhiva Tes = - - -
M7 livingston Yes 200 Codex-Uk-SuthPrivilege Ilnteger J I"(es J
K1h msoft Tes
| &dd/pdate |
L= e [Cedarindae 1] | Dekere |
529 ascend Yes
1584 bay Yes [ Walues
1781 lucent Tes
232 redback Yes Value D | Vaiue
EE123  quintum Tes
14122 WISFr Tes
449 Codex Tes
[423  [Codex [ves -]
| AddUpdate || Delete ||| | | Add/update || Deiete |
Dizcard | Activate | Save |
|New Attribute 'Codesx-UM-authPrivilege' added. .. | TekRADIUS Service is Stopped ,'.' ot

Enter Attribute 1D, Attribute Name and Attribute Type (Integer for our example) click
[Add/Update] button. Attribute ID and Attribute Name must be unique.

ﬁ TekRADIUS Manager (Admin Mode) _ O] x|
File  Service Help

Usgers I Gmupsl Clientsl Settingsl Application Logl Active Sessions  Dictionary Editor | Hepoltingl

 Yendaors r— Attributes for vendor 'Codex’
1D | Wendor Mame | Enabled | Aftribute [D | Albtibute Name | Altribute Type | Enabled |
1 ietf es 200 Codes-Uk-AuthPrivilege integer Tes
7 acc es
| cizco es
15 wylogics es
A1 tekradius es
E1 rnerit ez
B4 gandalf Yes
166 shiva Tes 200 Codex-UM-authPrivilege Iinteger j IYes j
o7 livingstan Yes
K1 rnzoft ez
pLE s | Add/Update || Delete |
523 azcend ez
1584 bay Yes [ Walues
1751 lucent Yes -
2352 redback Yes f due D lialue - |
EE18  quintum Yes 5 AccessureeD_
112z WIS e 3 omessllserPlus
iz Boey lics 4 Accezshedium
7 AccessFestricted 1=
1 AccessService
I449 ICDEIB:-: Ik')ES j 13 AccessEnaineering =l
| AddMpdate || Delete | |13 AccessEngineering | Add/Update || Delete |
Dizcard | Activate | Save |
|New value '13' For '"Codex-UM-AuthPrivilege' added. .. | TekRADIUS Service is Stopped ,'.' ot

Enter values for the new attribute using Values section.
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B TekRADIUS Manager {Admin Mode) M=] E3
File  Service Help
Users |Gmups| Clientsl Settingsl Application Logl Active Sessinnsl Dictionary Editnll Hepoltingl
 Browse Users — User root
I I'&” j ﬂl Check and Reply Items for the uszer "root”:
Ugemame | Group | Abtribute | Tupe | Walue
root Drefault zer-Paszword Check. 1234
Codex-Lk-SuthPrivilege Reply AccessEngineering
User: Iloot IDefault j Attribute - IF!epIy j IEDdeH-LIM-.-’-‘«uthF'rivilege ﬂl.&ccessEngineaﬂ
| add | [ Modiy | | Delete | [CAddrtpdate ] | Delete |
|.|'-\ttribute 'Codex-UM-AuthPrivilege' For the user 'root’ has been added. .. | TekRADIUS Service is Running E ot

Create a user profile; add new attribute and selected value as a reply attribute to user’s profile.
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