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Introduction

This document is a high-level introduction to using TekRADIUS alongside a Cisco ASA / AnyConnect
environment with Active Director and Google Authenticator to deliver secure 2 Factor VPN.

This document won’t go into detailed TekRADIUS Installation steps or SQL Server Configuration and will
assume that both are installed and Microsoft SQL server is configured.

Supporting Guides

As this document is only High Level, it is designed to be used alongside all of the supporting documentation
provided by KaplanSoft.

e https://www.kaplansoft.com/TekRADIUS/Docs/Manual.pdf

e https://www.kaplansoft.com/tekradius/Docs/2FA.pdf

e https://www.kaplansoft.com/tekradius/Docs/Google-Authenticator.pdf
e https://www.kaplansoft.com/TekRADIUS/Docs/Parallels-2FA.pdf

Version Specifics

This Proof of Concept System uses:

e Cisco ASA (ASA 55x5-X)
o Working on: asa964-36-smp-k8.bin / firmware 9.6(4)36
e (Cisco AnyConnect 4.6.00362
o Windows 10 Laptop for testing 1803 — OS Build 17134.1304
e TekRadius SP (Trial), version 5.5.4.25
e Android - For Google Auth Client

http://www.kaplansoft.com/
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High Level Design
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Configuration

The below sections highlight key configuration settings required, or show screenshots of the local

configuration. You will need to adapt the IP addresses and ports to suit your needs.

TekRADIUS

DB Connection

Sl TekRADIUS Manager [SP], Evaluation - 18 days left I}

File Service Help

=

‘ Users &' Groups & Clients = Settings E Log lé_'i Sessions ! Dictionary Reports (';‘y Counters @ sqL

»

SOL Server Connection

SQL Server : ~| 5

Username | Password :

| Database 1 Accounting Table ‘ Service Parameters | =] Alerting

|Te|-cRadiu5U5&r | |..............|

Timeout : 305 seconds
Ignore ANSI Warnings :
Save Failed Save
Accounting Inserts : [ |  Authentication Failures :
Use Default
Authentication Query : Select Attribute, Val from Users where UserName="'kietf|1%' and AttrType=0

Use Default

Authorization Query : Select Attribute, Val from Users where UserName="%ietf|1%' and AttrType=1

Delimiter Character : Password Protection : | Reversible encryptio v

DB Session Counter : Enforce Password Policy : [ |

RegExp Matching : Password Policy :

Enable User Editing
for non-Admin Users :

O OO0 [

~(2=.%[A-Z]. *[A-Z])(?=.*[| @=$&*]}(?=.*[0-9]. *[0-9])(?= *[a-z]. *[a-2]. *[a-2]).

x> Proxy

[/ Test Connection

|

Database

Sl TekRADIUS Manager [5P], Evaluation - 18 days left

File Service Help

=

M DB Connection |l Databasei | [ Accounting Table " Service Parameters | =] Alerting
Create Database
Database Name: |TekRADIUS v
Database Size: .00 MB, 48% full
Log Size : 3.88 MB, 19% full l}

Create Tables

Users Table : Users O
Accounting Table : Accounting O
Groups Table: Groups O
Sessions Table: Sessions (|

Database Maintenance

ﬂ Save Settings

‘ Users 88 Groups E Clients =) Settings E log [X§ Sessions ! Dictionary Reports (M) Counters BB SQL ™ Proxy
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Backup File : |D:\Backups-TEK\30072020_1.bak v | | ﬂ Backup | | 13 Restore |

Delete accounting - -
records prior to : |29.07.2020 11:09:56 @~ | | X Delete |j Shrink | 4 Rebuild |
"] ﬂ Save Settings
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Service Setting

=l TekRADIUS Manager [SP), Evaluation - 18 days left — O K

File Service Help
‘ Users #& Groups E Clients =) Settings Log [£§ Sessions ! Dictionary Reports @ Counters B0 sQL w™ Proxy

Service Parameters; | = Alerting

" DB Connection ) Database j Accounting Table

Service Parameters

Listen IP Address: oo BN “ Default EAP Method : | PEAP-EAP-MS-CHAP-vZ v
Authentication Port | Transport : 18125 | UDPRTCP w Smart Card Reader : |Broadcom Corp C ~ | | (3
TLS Port | Server Certificate : 20832 | meE——— j (4] Keep Domain Name :
Startup | Logging : | Automatic (Delay | | Debug w DHCP Server Enabled : []
Secure Shutdown : [
Failure Count : olz Send Failure Cause : []
Reg. Local Cert. for EAP-TLS : [] Add User-Name to
Access-Accept Messages : |:|
SSCC Enabled | validity Period : 15
na [NVencvIESS: Ol foli= Send CoA request after
Windows Auth. Proxy Enabled : Type : | Active Directory w Periodic Credit Update : []
Domain : |
Accounting Enabled | Port : 18131

HTTP Interface Enabled | Port : 808013 TLS Enabled : [* ]

HTTP Session Timeout : 30042 | seconds

@ | @ save Settings

Groups

Create groups as follows

iDefault

RAS-RDP-Access
RAS-RDP-Access-2fa
RAS-RDP-Access-2fa-GA

=l TekRADIUS Manager [5P], Evaluation - 18 days left — O

File Service Help

‘ Users B Groups E Clients =) Settings Log (2§ Sessions ! Dictionary Reports @ Counters ED SQL ™ Proxy

Browse Groups Group Default (Enabled)

G Nams ke .

|.erp " V| el ” v| Attribute Type value
Group Name Next-Group Check RAS-RDP-Access
admin Active-Directory-Group  Check R¥2-TEK-POC

RAS-RDFP-Access
RAS-RDP-Access-2fa
RAS-RDP-Access-2fa-GA
nc2lsers

Group 'Default’ selected. Selected group profile has 9 user profiles.

RAS-RDP-Access-2fa | &+ = X [check | [UserPassward Sl @ e X

Wl
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‘ Users &8 Groups E Clients 5ZJ Settings Log ’A_'i Seszions ! Dictionary Reports @ Counters @ SQL e Proxcy

Browse Groups

| Group-Name e

|

~ |

Group Name

admin

Default
RAS-RDP-Access
RAS-RDP-Access-2fa
RAS-RDP-Access-2fa-GA
m2lsers

S

Group RAS-RDP-Access (Enabled)

value

Attribute Type
| NAS-IP-Address Check
Next-Group Check

Active-Directory-Group  Check
Success-Reply-Type Check

RAS-RDP-Access-2fa
RX2-TEK-RAS
Accept

‘ Users &\ Groups TE Clients £J Settings Log ’é_'i Sessions ! Dictionary Reports @ Counters m SQL e Proxy

Browse Groups

| Group-Mame [

~ |

Group Name

admin
Default

RAS-RDP-Access-2fa-GA
n2lsers

RAS-RDP-Access
RAS-RDP-Access-2fa

Group RAS-RDP-Access-2fa (Enabled)

Attribute Type
NAS-IP-Address Check
Next-Group Check

Active-Directory-Group Check
Success-Reply-Type Check
Reply-Mezzage Success-Reply

Reply-Mezzage Failure-Reply

Value

| | |}
RAS-RDP-Access-2fa-GA
RX2-TEK-2fa
Challenge
Flease enter your Google Authe...
Active directory Authentication F..

Ensure that your AD user you wish to use, is added to the active directory group Above (In this case — RX2-

TEK-2fa)

‘ Users &8 Groups E Clients =) Settings Log (g Sessions ! Dictionary Reports @ Counters ED SQL g™ Proxy

Browse Groups

| Group-Mame e

[ ]|

~ |

Group Name

admin

Default
RAS-RDP-Access
RAS-RDP-Access-2fa
RAS-RDP-Access-2fa-GA
n2lsers

No other settings are required to test.

Cisco ASA

Sample redacted configuration:

tunnel-group TEKRADIUS type remote-access
tunnel-group TEKRADIUS general-attributes
address-pool VPN-DHCPCLIENTS
authentication-server-group TEKRADIUS
default-group-policy GroupPolicyNAME
tunnel-group TEKRADIUS webvpn-attributes
group-alias TEKRADIUS enable

http://www.kaplansoft.com/

Group RAS-RDP-Access-2fa-GA (Enabled)

Attribute Type
NAS-IP-Address Check
Next-Group Check

Authentication-Method  Check

value

rxZlsers
Google-Authenticator
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group-policy GroupPolicyNAME internal
group-policy GroupPolicyNAME attributes
wins-server none

dns-server value 192.168.0.1 192.168.2.1
vpn-tunnel-protocol ssl-client
default-domain value Your.Domain.com
aaa-server TEKRADIUS protocol radius
aaa-server TEKRADIUS (inside) host 10.1.2.3
timeout 60

key **kx

authentication-port 1812

accounting-port 1813

Cisco AnyConnect

Sample XML Profile

<?xml version="1.0" encoding="UTF-8"?>

<AnyConnectProfile xmlns="http://schemas.xmlsoap.org/encoding/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-
instance" xsi:schemalocation="http://schemas.xmlsoap.org/encoding/ AnyConnectProfile.xsd">

<ClientInitialization>
<UseStartBeforeLogon UserControllable="false">false</UseStartBeforeLogon>
<AutomaticCertSelection UserControllable="false">true</AutomaticCertSelection>
<ShowPreConnectMessage>false</ShowPreConnectMessage>
<CertificateStore>Machine</CertificateStore>
<CertificateStoreMac>All</CertificateStoreMac>
<CertificateStoreOverride>true</CertificateStoreOverride>
<ProxySettings>IgnoreProxy</ProxySettings>
<AllowLocalProxyConnections>false</AllowLocalProxyConnections>
<AuthenticationTimeout>12</AuthenticationTimeout>
<AutoConnectOnStart UserControllable="false">false</AutoConnectOnStart>
<MinimizeOnConnect UserControllable="true">false</MinimizeOnConnect>
<LocallLanAccess UserControllable="false">false</LocallLanAccess>
<DisableCaptivePortalDetection UserControllable="false">false</DisableCaptivePortalDetection>
<ClearSmartcardPin UserControllable="false">true</ClearSmartcardPin>
<IPProtocolSupport>IPv4</IPProtocolSupport>
<AutoReconnect UserControllable="false">true

<AutoReconnectBehavior
UserControllable="false">DisconnectOnSuspend</AutoReconnectBehavior>

</AutoReconnect>

<SuspendOnConnectedStandby>false</SuspendOnConnectedStandby>

<AutoUpdate UserControllable="false">false</AutoUpdate>

<RSASecurIDIntegration UserControllable="false">Automatic</RSASecurIDIntegration>
<WindowsLogonEnforcement>SingleLocallLogon</WindowsLogonEnforcement>
<LinuxLogonEnforcement>SingleLocallLogon</LinuxLogonEnforcement>
<WindowsVPNEstablishment>LocalUsersOnly</WindowsVPNEstablishment>
<LinuxVPNEstablishment>LocalUsersOnly</LinuxVPNEstablishment>
<AutomaticVPNPolicy>false</AutomaticVPNPolicy>

<PPPExclusion UserControllable="false">Automatic

<PPPExclusionServerIP UserControllable="false"></PPPExclusionServerIP>

http://www.kaplansoft.com/
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</PPPExclusion>
<EnableScripting UserControllable="false">false</EnableScripting>
<BackupServerList>
<HostAddress>HostAddressl.Something.com</HostAddress>
<HostAddress>HostAddress2.Something.com</HostAddress>
<HostAddress>HostAddress3.Something.com</HostAddress>
</BackupServerList>
<EnableAutomaticServerSelection UserControllable="false">false
<AutoServerSelectionImprovement>20</AutoServerSelectionImprovement>
<AutoServerSelectionSuspendTime>4</AutoServerSelectionSuspendTime>
</EnableAutomaticServerSelection>
<RetainVpnOnLogoff>false
</RetainVpnOnLogoff>
<CaptivePortalRemediationBrowserFailover>false</CaptivePortalRemediationBrowserFailover>
<AllowManualHostInput>false</AllowManualHostInput>

</ClientInitialization>

<ServerList>
<HostEntry>
<HostName>HostAddressl.Something.com</HostName>
<HostAddress>HostAddressl.Something.com</HostAddress>
<BackupServerList>
<HostAddress>HostAddressl.Something.com</HostAddress>
<HostAddress>HostAddress2.Something.com</HostAddress>
<HostAddress>HostAddress3.Something.com</HostAddress>
</BackupServerList>
</HostEntry>
<HostEntry>
<HostName>HostAddress2.Something.com</HostName>
<HostAddress>HostAddress2.Something.com</HostAddress>
<BackupServerList>
<HostAddress>HostAddressl.Something.com</HostAddress>
<HostAddress>HostAddress2.Something.com</HostAddress>
<HostAddress>HostAddress3.Something.com</HostAddress>
</BackupServerList>
</HostEntry>
<HostEntry>
<HostName>HostAddress3.Something.com</HostName>
<HostAddress>HostAddress3.Something.com</HostAddress>
<BackupServerList>
<HostAddress>HostAddressl.Something.com</HostAddress>
<HostAddress>HostAddress2.Something.com</HostAddress>
<HostAddress>HostAddress3.Something.com</HostAddress>
</BackupServerList>
</HostEntry>
<HostEntry>
<HostName>TEKRADIUS_TEST.Something.com</HostName>
<HostAddress>TEKRADIUS_TEST.Something.com</HostAddress>
</HostEntry>
</ServerlList>
</AnyConnectProfile>

http://www.kaplansoft.com/
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Microsoft SQL
Configuration set as per: https://www.kaplansoft.com/TekRADIUS/Docs/Manual.pdf

TekRADIUS User Registration (Google Auth)

Go to URL: http(s)://<IP address of TekRADIUS installed machine>:8080/

Login using your Active Directory username and password. (Ensuring the user is added to the correct AD
group above)

Sussex Partnership VPN :

Username : [ — - u

Password : |l.....lllll |

Click the small QR Code icon next to the username (1)

TekKRADIUS User Reports

User Information

Username: Ll | .g‘?o

Credit remaining: 0 second(s)
Expires on: N/A
User status: Offline
HW Address: N/A
Connected since: N/A

Reporting
Grouping | Order: [No Groupin V| |Acct-Outpu ¥ |[Asc V|

Start date | Time: |10.08.2020 00 v|[00 v
End date | Time: [11.08.2020 00 v|[00 v

Filter by: [Acct-Outpu “||Like v]| |
Compact:

[@I CSV “Q Report l[-l Logout l

Accept the browser popup message (OK in this example, but each browser may be different):

Message from webpage *

o Are you sure to reset Google Authenticator secret?

http://www.kaplansoft.com/
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Using your Phone’s QR code scanner, scan the QR code now shown. (1)

TekRADIUS User Reports

User Information
Username: greg.roberts@spft.nhs.uk 5

Credit remaining: 0 second(s)

Expires on: N/A&
User status: Offline
HW Address: MN/A

Connected since: N/A

Reporting
Grouping | Order: |No Groupin v ||Acct-Outpu V|| Asc V|

Start date | Time: [10.08.2020  [Fg[00 v|[00 v
End date | Time: 11.08.2020  [7J|00 v|[00 v

Filter by: |Acct-Outpu V| |Like v| |

Compact:
I@] CsV IIB Report II-' Logout |

Note: Each time you load a new QR code the old one(s) will be invalidated.

Testing

Load up Cisco AnyConnect

Select the server required, based on your AnyConnect xml profiles, and click connect.

‘!ﬁ-‘ Cisco AnyConnect Secure Mobility Client — x

o vew
Feady to connect.

| remote-test teem em Do 0 8 v| I Connect

http://www.kaplansoft.com/
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(D)

Flease enter your username and password.

remote-test

{5‘ Cisco

=

AnyConnect | remote-test.:

Flease enter your username and password.

Group: | TEKRADIUS

Username: | username

Fassword; |

Ok Cancel

{5‘ Cisco AnyConnect Secure Mobility Client —

-

remote-test, pom g =

Continue

{5‘ Cisco AnyConnect | remote-test.pespepeems s

=

Answer: | |

Time Password (OTF).

Please enter your Google Authenticator One

http://www.kaplansoft.com/

Continue

Cancel

10



