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Introduction

TekSMTP is a simple SMTP/POP3 server runs under Windows (Vista/7/8/10, 2008-2019 Server).
Major features;

Simple design and easy to use user interface.

Simple interface for user definitions.

Multi domain operation.

TLS support for both POP3 and SMTP.

Customizable SMTP ports.

DMARC (RFC 7489) policy checking, DKIM (RFC 6376) signing and signature
verification, blacklisting, whitelisting, RBL, SPF (RFC 7208) support for anti-SPAM.
Rule engine to process incoming e-mails.

Performance monitoring through Windows Performance Monitor.

Can be used as an anti-SPAM gateway.

TekSMTP consists of a GUI (TekSMTP Manager) and a service application.

System Requirements

1.
2.
3.
4.

A Windows system with at least 4 GB of RAM.
Microsoft. NET Framework v4.8 (Min.)
4 MB of disk space for installation.

Administrative privileges.

Installation

Unzip “TekSMTP.zip” and click “Setup.exe” comes with the distribution. Follow the instructions of
setup wizard. Setup will install TekSMTP Manager GUI and TekSMTP Service, add a shortcut for
TekSMTP to desktop and the start menu.

Configuration

Run TekSMTP from Start Menu / Program Files / TekSMTP Manager. TekSMTP automatically
configures itself at first run. Click the Settings Tab to start configuration. The Settings tab has four
sub sections. Enter following information:
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Settings / Service Parameters Tab

e Logging: Select logging level of TekSMTP. Select “None” if you do not want logging,
select “Errors” to log errors and select “Sessions” to log session information and errors. Log
files are located under <Application Directory>\Logs directory.

e Delete log files older than: TekSMTP deletes old log files older than specified days to save
disc space. Set it to 0 to disable this function.

e Startup Mode: Set TekSMTP service startup mode, Manual or Automatic. You can also
disable service startup.

e TLS Enabled: Enable TLS for SMTP / POP3 connections. TekSMTP accepts TLS
encrypted SMTP (TCP port 465) and POP3 (TCP port 995) connections.

e Server Certificate: Select a certificate for TLS transport. TekSIP lists valid certificates in
Windows Certificate Store / Local Machine. TekSIP will automatically switch the most
current certificate after the selected certificate is expired if you create and add a new
certificate with the same subject name in Windows Certificate Store / Local Machine /
personal folder.

e Use SQL Server: Use an MS SQL server database in place of built-in SQLite database.
TekSMTP database is created automatically when MS SQL database is selected.

Bed TekSMTP 1.5 - [kaplansaft.com] — a X

File  Service

=1 Mailboxes _4f _|J application Lag % Quarantine = Rules

Service Parameters | Protocols Anti-SPAM Counters DKIM

Service Parameters

Logging | Startup Mode : Debug | | Automatic
Delete log files older than : 305 days
TLS Enabled | Server Certificate : *.catidere.net MEES

Use SQL Server: [ | 7

3005

-

Log Failed SMTP Sessions : [ ]

Click apply or Save to make settings change active

Figure - 1. TekSMTP Settings / Service Parameters tab

Settings / Protocols Tab

You can set SMTP / POP3 listen ports at Protocols tab. You can set multiple ports for SMTP
service. You can optionally enable / disable SMTP authentication which is enabled by default. If
enabled, TekSMTP monitors failed SMTP/POP3 connection attempts from suspicious endpoints
and blacklists them. You can direct all outgoing mail to an SMTP proxy. You can specify an IP
address or FQDN for the proxy. You can also specify SMTP port number in <Host name or IP
address>:<Port number> format if proxy uses a port number other than 25.
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B TekSMTP 1.5 - [kaplansoft.com] — O *
File  Service Help

=1 Mailboxes F Settings 5 application Log ¥ Quarantine = Rules

Service Parameters Protocaolsi | Anti-SPAM Counters DKIM

POP3 Settings

POP3 Port : 11002
SMTP Settings
Primary SMTP Domain : | kaplansoft.com ~
SMTP Listen Ports : 25 2515
S87
+ X
SMTP Send Rerty : | 33 4813

Authentication Enabled :
Blacklist IP Endpoints : for | 7200| seconds, after |3 3+ failure in seconds

SMTP Delivery
DMS Lookup (@

Proxy O

@ | |2 [ apply = I

Mew setting(s) saved. ¥ |

Figure - 2. TekSMTP Settings / Protocols tab
Settings / Anti-SPAM Tab

TekSMTP can query RBL databases to filter SPAM messages. You can specify your own DNS
blacklists. Some RBL systems require connecting them directly. You can also check the validity of
sender domain.

TekSMTF 1.5 - [kaplansoft.com] — O *
File  Service Help
=1 Mailboxes CF Settings 5 application Log ¥ Quarantine (= Rules

Service Parameters Protocaols P.nti-SPP.ME Counters DKIM

Enforce Proper HELO/EHLOD : SPF Check : |Normal ~
Retention Duration : 6013 minutes SPF Test : | || | [+ Test
Nuarantine Duration : 0% days DEIM Check :
SMTP Connection Limit : 5015 Check Sender MX Record :

DMS Black Lists

Marme DHSE Suffix Drirect Action
ARM Research Labs truncate.gbudb.net Mo Quarantine
proxyBL dnsbl.proxybl.org Mo Quaranting
[ =ores dnsbl.sorbs.net Mo Reject
Spamhaus SBL Advisory shl.spamhaus.org Mo Quarantine
| | | Mo ~| |Reject ~ dR ><
a o d i
Click Apply or Save to make settings change active ¥ |

Figure - 3. TekSMTP Settings / Anti-SPAM tab

TekSMTP puts IP address of remote SMTP sender into a blacklist if remote sender IP address is
found in one of DNS blacklists. Blacklisted IP addresses are kept in the internal blacklist for a
duration specified as Retention Duration. Internal blacklisted entries can be browsed at Quarantine
tab in real time. You can specify a taken action when a positive match found for a DNSBL entry;
reject or quarantine. Quarantined messages can be listed through Quarantine / Message tab.
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TekSMTP can check Sender Policy Framework record for incoming senders (Commercial editions
only). TekSMTP will reject mails with SPF test result fail if you set Normal mode. TekSMTP will
also reject mails with SPF test result softfail if you chose Aggressive mode.

TekSMTP will perform DKIM signature validation for received e-mails when DKIM check is
enabled.

TekSIP preforms also DMARC policy check when SPF or DKIM check is enabled.

TekSMTP can check host name in HELO/EHLO command. TekSMTP will reject incoming mail
transmission if a proper hostname is not provided. IP addresses, single label alphanumeric host
names, improperly formatted FQDNs are rejected when Enforce Proper HELO/EHLO option is set.

You can set a limit for the number of SMTP connections that can be made from a particular SMTP
server. TekSMTP will blacklist the server if this threshold is reached.

TekSMTP will automatically delete quarantined mails when the Retention Duration is reached.

DKIM

You can specify domains which outgoing e-mails will have DKIM signatures at DKIM tab.
TekSMTP uses certificates located in Windows Certificate Store / Local Machine / Personal folder
to sign e-mails. You can copy TXT record contents for a selected domain using by clicking copy ==
button.

BA TekSMTP 1.5 - [kaplansoft.com] - O x
File  Zervice  Help
=1 Maiboses T Settings |4 spplication Log ¥ Quarantine = Rules
Service Parameters | Protocols | Anti-SPAM Counters
DEIM Enabled Domains
Diomain Certificate Selector
ipadresi.com TekSMTP ks
kaplansoft. com.tr v,k aplanzoft com ks
Domains Certificates Selector
burzafen. net || v kaplangoft com ~ = 09 | | B2+ X
|-f)F|evert||.~f_ ||..‘1-ISave|
Rule set 'Default’ selected... o |

Figure - 4. DKIM Settings
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Domains / Mailboxes

You can define e-mail domains and mailboxes in “Mailboxes” tab. TekSMTP allows you to server
for multiple DNS domain names. You can create domain name entries by entering domain names
into the Domain Name list. Domain parameters;

Enabled. Enables/disables domain. TekSMTP will reject incoming mails for the domain if
it’s disabled.

Local. Set if the domain has local mailboxes.

Destination. Set destination domain/SMTP server to deliver incoming mails if the domain is
not local. You can specify multiple targets by concatenating them ““;” (Without quotes).

Rule Profile. Select rule set to process incoming mails for the domain.

SPAM Threshold. Enter threshold value to mark incoming mails as SPAM when reached.
SPAM Policy. Select TekSMTP behavior (None, Quarantine and Reject) when an incoming
mail for the domain is marked as SPAM.

You can create user accounts for a domain name after creating a domain entry. You can configure
following parameters for a user mailbox;

Password. Enter a user password for both POP3 and SMPT authentication.

Full Name. You can optionally enter the full name of the user.

Description. You can optionally have a description for the mailbox.

Mailbox quota. Mailbox capacity in bytes.

Forward incoming mail to. Enter an e-mail address to forward incoming e-mails for this
mailbox.

Keep local copy. Select “Yes” if you keep a copy of incoming e-mail in the mailbox after
forwarding.

Enabled. Set “Disabled” if you block access to the mailbox. Mailbox will not accept
incoming e-mail when it is disabled.

Bl Tek3MTP 1.5 - [kaplansaft.cam] — O *
File  Serwice Help
=1 Mailboxes = Settings JJ Application Log ¥ Quarantine éE Rules
Darnain Narne A Enabled Yes
ipadresi.com Local Tes
kpa Iansu;ft com Rule Profile default
P ' SPAM Threshold 0
kaplansoft.com tr SPAM Policy None
tekradius.com
Enabled
™ || Is this dornain enabled?
tekivr.cam | g X
Username Fassword [IXIIITT 1) ~
info Full Mame TekI¥YR Info
suppart Description
Mailbox quota a
Farward incoming mail to
Keep local copy Mo v
Password
Enter passward for this mailbox.
infa | & %
User 'info@tekivrcom' selected.., Bq

Figure - 5. Mailboxes Tab
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User must enter their username in username@domain.name format in POP3/SMTP server settings
in their e-mail client software.

Quarantine

You can see quarantined IP address in Quarantine tab. You can delete the quarantined entry by
double clicking selected entry. You can drag and drop selected quarantined entries to whitelist or
you can add white list entries manually. You can enter a single IP address or an IP subnet in
XX X.X/Y (192.168.1.0/24 e.g.) format.

B4 TekSMTP 1.5 - [kaplansoft.cam] — O *
File  Serwvice Help
=1 Mailboxes [ Settings |5 Application Lag ¥ Quarantine = Rules
Hosts  Messages
Quarantined Hosts
Date Time SMTP Host Qrigin Type 0
24.01.20.., 17:1746 107 " °° °° 77 - o ot o Spamnhaus SBL Advisory
24.01.20... 17:368.21 13 ARM Research Labs
24.01.20... 17:40.52 &7. Excessive SMTP conne...
24.01.20.., 17:41.20 60, Spamhaus SBL Advisory
24.01.20.., 17:43.34 &7, Excessive SMTP conne...
24.01.20... 17:50.13 21: Excessive SMTP conne...
A A4 N e N e AT T e e A e e e e i =] s CRATO mmme v
Wihite List
Host / Subnet Description 0
217 e mm ana P
21
95
95 o -
w
|| | 7 + X
User ‘info@tekivr.com' selected... |

Figure - 6. Quarantine / Host Tab

B TekSMTP 1.5 - [kaplansoft.com] — O x
File  Serwice Help
=1 Mailboxes & Settings || application Log ¥ Quarantine i= Rules
Quarantined Messages
Date Tirme SMTP Host From To Qrigin Tvpe
wihite List
From To Description
tekivr.com Accept all messages for TekIVR.com domain
| |te|-<ivr.com | |Ac:c:ept all messages for TekIWR.com domain | gk )(
whitelist entry far ' / tekivr.com' is updated. |

Figure - 7. Quarantine / Messages Tab
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Application Log

You can monitor system events in Application Log tab. You can manually refresh log entries and
clear log entries. Click Enable Auto Refresh option to refresh log list every second.

B TekSMTP 1.5 - [kaplansoft.cam] — O X
File  Service Help

=1 Mailboxes [H Settings 2 application Log ¥ Guarantine i= Rules

Crate Tirne Type Message

i 24,01,2022 10:16:55 Informati,., Serwice stopped successfully,
24.01.2022 10:19:57 Informati... Runningin commercial mode.
24.01.2022 10:19:57 Infarmati... FRead & quarantine entries,
24.01.2022 10:20:00 Informati,., Settings read,

24,01,2022 10:20:00 Informati.,  TekSMTP service started,
24.01,2022 10:20:00 Informati., 6 whitelist entries are read,
24.01.2022 10i20:01 Informati,.,  Service started successfully
24.01.2022 14:31:43 Infarmati.. Settings read.

24.01,2022 14:36:57 Infarmati,.,  Settings read.

>< Clear Log H Sawve Log

User 'info@tekivr.com' selected... B

Figure - 8. Application Log Tab
Rules

You can process incoming e-mails by using a rule set. Each rule set has its own rules processed by
order as specified in Rules tab.

B TekSMTP 1.5 - [kaplansoft.com] — O X
File  Service Help
) — . L - . iz
=1 Mailboxes = Settings | 5| Application Log ¥ Quarantine i= Rules
Rule Sets
Type Match  Walue Action Parametars Hit Count  LastHit "™
Rule Set Mame
126.com Mail con... Match  Re: Are youthe rn.,  Reject SPAM e-mail is reject.., 46
Default Subject Match  magnet manufact.,, Reject SPAM e-mail iz rejected 1
Google Subject Match seH Reject Unproper content is re... 19
Google Forms Subject Match  fuck Reject Unpraper contentis ra.. a
Subject Match  Loan Offer Reject SPAM e-mail iz rejected [
Subject Match 100% refund Reject SPAM e-mail is reject.. 2
Subject Match  solar power Reject SPAM e-mail is reject... 11
Subject Match  drone Reject SPAM e-mail is reject.., 193
Subject Match  Website Mock Reject SPAM e-mail is reject.. 15
Mail from  Match  @mora.com.tr Reject SPAM e-mail is reject... 22
Mail con... Match  Free SEO Reject SPAM e-mail is reject.., 27
Mail con.. Match  phone case Reject SPAM e-mail iz reject., <]
Mail from  Match  ‘.onlinef Reject SPAM e-mail iz reject.., 147
Mail con.. Match  @126.com> Gota 126.cam 226
Mail con... Match @sina.com= Go to 12&.com u]
Mail con, Match  163.com= Goto 126.com 91 o
MAil oo mmeell meolL - oae e PP ~n
£ >
Default | g X Mail contel ~ | | Match Reject ~ |SPAM e-mailis re «| b 7]
Rule set 'Default’ selected. .. o |

Figure - 9. Rules Tab

You can use following match types for rules;
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Host IP address. Send IP address (IPv4 only).

HELO/EHLO FQDN. FQDN received in HELO / EHLO request.
Mail from. Sender e-mail address (Received in SMTP negotiation).
Mail to. Recipient e-mail address (Received in SMTP negotiation).
Content. E-mail content including headers.

Date. Date of e-mail received.

Time. Time of day of e-mail received.

Subject. Subject of the received e-mail.

Size. Size of the content part of the received e-mail.

Absent Header. Check if specified header does not exist.
Attachment. Check if an attachment with specified extension exists.

You need to specify match time for the rule. It can be either “Match” or “No Match”.

TekSMTP expects parameters in regular expression format so take care of regular expression
special characters to be escaped. TekSMTP Manager GUI gives a hint by changing background
color of parameter entry. background means correct entry. Here are actions can be performed
if rule satisfies specified condition;

Pass. TekSMTP accepts the e-mail and process no preceding rule.

Reject. TekSMTP rejects the e-mail and process no preceding rule.

Forward. TekSMTP accepts and forwards to the e-mail address or SMTP host specified in
action parameter and process no preceding rule.

Copy. TekSMTP accepts and forwards a copy of the e-mail to specified in action parameter
and process no preceding rule.

Run. TekSMTP executes specified application in action parameter and returned DOS error
level code is evaluated. Here is a list of action performed based on returned DOS error level
code;

Pass

Reject

Forward

Copy

Run

Goto

Quarantine

Increase SPAM score

NGO~ wWdE

Parameters for Forward, Copy, Run and Go to actions can be returned as console output of
your application. TekSMTP will read the output of your application and process as action
parameter. You can also add flowing built-in variables as parameter to executable;

%ipaddr$ Send IP address (IPv4 only).

%helohost% FQDN received in HELO / EHLO request.

%content$ Temporary file created for received e-mail. This variable return
filename with full path.

$mailfrom Sender e-mail address (Received in SMTP negotiation).

$mailto% Recipient e-mail address (Received in SMTP negotiation).
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e Go to. TekSMTP executes specified rule set in action parameter. You cannot point to a rule
to itself. TekSMTP will break the execution of rule if the traversed rules contain the selected
rule.

e Quarantine. Quarantine incoming mail.

e SPAM Score. Increase SPAM score for the incoming mail by adding amount specified in
action value.

The freeware edition allows one rule set and a maximum of 5 rules. You must have a “Default” rule
set. TekSMTP will start processing rules in Default rule set first.

You can move or copy selected rules to other rule sets. Right click on selected rule entries and use
functions in opened context menu.

Rule processing will be terminated if a matched rule with Reject or Quarantine is reached or
cumulative SPAM score is equals or greater than domain’s SPAM threshold.

Starting TekSMTP

Click “Service” menu and select “Start Service” to run TekSMTP after making necessary
configuration and saving configuration. If service starts successfully you will see “TekSMTP is
started” message at bottom left message section of TekSMTP Manager. Optionally you can
start/stop TekSMTP using the button on Settings tab. When you make any change(s) in
configuration, TekSMTP must be restarted.

If TekSMTP cannot start, please examine Application Log tab as well as TekSMTP log file under
<Application Directory>\Logs if you were enabled logging in Settings tab.

B TekSMTP 1.5 - [kaplansoft.com] — O 4
Eile  Service Help
=1 Maiboxes CH Settings 3 fpplication Log ¥ Quarantine = Rules

Service Parameters | Protocols | Anti-SPAM

Service started on - 8.11.202015:09:36
Counter Mame Walue -
MNumber of Active SMTP Sessions a
MNumber of Active POP3 Sessions a
Used Memary 1138
MNumber of SMTP Connections Established 3.283
SMTP Requests Receive Rate 0
MNumber of Successful SMTP Sessions 47
MNumber of Failed SMTP Sessions 23
MNumber of SPAM Connections E stablished 1.313
SPAM Requests Receive Rate 0
MNumber of POP3 Connections Established 1.708
POP3 Requests Receive Rate 0
Number of Successful POP3 Sessions 182 v
=4 Copy ] Refresh

|J)Hevert ||./_ ||L‘:‘Save |

Rule set 'Default’ selected.. B4

Figure - 10. TekSMTP Windows Performance Counters
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Troubleshooting

TekSMTP provides many messages when problems occur. You can see error messages on
TekSMTP Status bar or in the log file of TekSMTP service. You can enable logging in Settings
Tab. There are three levels of logging; None, Errors, Sessions. If you select Errors, TekSMTP logs
just error messages. If you select Sessions both Session and Error messages will be logged. You
must save or apply settings changes if you change logging level setting. Log files are located under
<Application Directory>\Logs directory.

TekSMTP also utilizes Windows Performance Monitor providing numerous counters;

Used Memory

Number of Active SMTP Sessions
Number of Active POP3 Sessions

Number of SMTP Connections Established
SMTP Requests Receive Rate

Number of Successful SMTP Sessions
Number of Failed SMTP Sessions

Number of POP3 Connections Established
POP3 Requests Receive Rate

Number of Successful POP3 Sessions
Number of Failed POP3 Sessions

Number of SPAM Connections Established
SPAM Requests Receive Rate

Number of rejected mails by policy

You can add and monitor them using Windows Performance Monitor (Perfmon.exe). You can also
monitor these counters through TekSMTP Manager interface (Settings / Counters).

DNS Service Location Records!
SRV records (Known as Service Location Records) are used by clients to automatically configure
the host and port for messaging services when an account is created. These records are created

within the advertised DNS zone for a domain.

Microsoft clients typically use an autodiscovery service to detect mail client settings, many clients
including iI0S/OSX and mobile clients use DNS to locate a user's messaging service settings.

The following table lists typical SRV records that should be created for a domain to improve the
experience when user's create e-mail accounts:

_pop3 POP3 Mail Access Support
_pop3s POP3 Mail Access Support over SSL
_submission SMTP Client Mail Transfer Support

_autodiscover The server and port responsible for providing autodiscovery for mail services
These DNS records typically appear within a domains DNS Zone as [SRV]. tcp.teksmtp.com.

! RFC-6186: https://tools.ietf.org/html/rfc6186
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The process for configuring these records depends on which vendor is providing DNS for the
domain. It can only be done by a person who has administrative access to the DNS service
responsible for the domain. As an example, to create a DNS SRV record for SMTP using
Microsoft's DNS, you should do the following:

e On the DNS server, click Start, click Control Panel, click Administrative Tools, and then
click DNS.

Resource Record Type *

Select a resource record bype:

Painter (PTR) -
Public Key (KEY)
Renamed Mailbox (MR
Responsible Person (RP}
gh

Service Location {SRY)

Description:

Service (SRV) record, Allows administrators to use several servers
for a single DNS domain, to easily move a TCPJIP service from one
host to another host with administration, and to designate some
service provider hosts as primary servers for a service and other
hosts as backups, DNS clients that use a SRV-type query ask for a
specific TCP{IP service and protocol mapped to a|specific DNS
domain and receive the names of any available servers, (RFC 2052)

Create Record. .. Cancel

Figure - 11. Select Resource Record Type

e In the console tree for your domain, expand Forward Lookup Zones, and then right-click the
domain in which you wish to create an SRV record.

e Click Other New Records.

e In Select a resource record type, click Service Location (SRV), and then click Create
Record.

e Click Service, and then type _submission, click Protocol, and then type _tcp. and click Port
number, and then type 587.

Mew Resource Record *

Service Location [SRY)

Diomain: | teksmtp.com |
Service: |_submissi0n - |
Pratocal: |7tc:p ~ |
Prigrity: DI

Port number: RE7

Huost offering this service:

mail.tek zmtp. com.

Cancel Help

Figure - 12. New Resource Record Entry for SMTP

e Click Host offering this service, and then type the FQDN of the host providing IMAP
connectivity. eg: mail.teksmtp.com
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e Click OK and then click Done.

TekSMTP can respond to autodiscovery requests from e-mail clients. Outlook and Thunderbird
requests are supported. There must not be a web server running on TCP port 443 on the same server
with TekSMTP for this feature and you must enable TLS transport in Settings / Service parameters.
You need to have an RSV record as autodiscover. tcp.teksmtp.com for teksmtp.com domain
as an example;

Mewy Resource Record X
Service Location [SRY)
D omair: | teksmtp.com |
Service: |_autodiscover ~ |
Protocal: |_tc:p - |
Prigrity: CI
Part number: 443

Huost offering this service:

mail.kekzmtp.com.

Cancel Help

Figure - 13. New Resource Record Entry for autodiscovery

Host name and certificate subject name must be matched, or certificate must be a wildcard
certificate (*.teksmtp.com e.g.).
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