TelkRADIDS - Assign a Static IP Address to a PEAP/EAP Authenticated Wireless / Wired Client

Assign a Static IP Address to a PEAP/EAP Authenticated Wireless /
Wired Client with TekRADIUS

Most of Access Point devices have a built-in DHCP server. A PEAP/EAP authenticated client can
obtain an IP address and other network connection parameters from this built-in DHCP server. You
can also make IP address reservation based on Ethernet MAC addresses. But these DHCP servers

do not allow you make reservation

based client’s PEAP/EAP username. Network administrators

may require network users to have the same IP address regardless of the device that client connects

to the network because of security

policy. In some cases Access Point devices may be lack of

RADIUS Accounting support. Network administrators cannot track IP address usage based on the

username in such a case.

o
e Sevke Hep
Urerz | Geouge | Charts Settegen | Agclicason Lop | Activs Sesms | Dictonay s | Repoting | Moo |
TOL Comection | Darabane Tables | Accousbeg Tatde  [Sarace Prsnmers | Mating
Servoe Basraton
Listan IP Addiwes < [17001 =) Aithestication Pt - [1512
Stotup - [Merss =] Secare Shutdows - |
Logpng: [owng =] PEAP lemer Auth Muthod - [Earars Ci v
Authenization Dok | [ Kot Domain Kame -
Faibars Count [ 0] ONCP Sorven Cnabled - [~
Aded Ll zee-Hame tn
Acenss-Aconpt Messoges - |
Send Falwn Cause © 7
Aocsunting
Rccountng Enstlesi Pt . 2 [1612
Autheste ation Pross:
Windoms 2ecin Proag Enabled | [~ Winsss Do [500
Autive Dssetony Prowp Enatdet [~ hctwe Drocioy Doman - [T e
v | ot save Sotting: |
| Cortupan TeRALOS. ., TSRO Sorven it Dsgmd F

DHCP Server Option at Settings / Service Parameters tab

TekRADIUS addresses this problems and needs by its unique feature; assignment of IP addresses to

wired/wireless clients authenticated using PEAP/EAP authentication.
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TelkRADIDS - Assign a Static IP Address to a PEAP/EAP Authenticated Wireless / Wired Client

You must define at least one DHCP pool named “Default”. TekRADIUS will assign IP addresses
from this pool if an individual DHCP profile is not found for the incoming DHCP request. You can
define individual profiles for users based on their MAC addresses. You can assign IP address from
a DHCP IP Pool by adding DHCP-IP-Pool option or specify a specific IP address by adding
Framed-1P-Address as a Success-Reply attribute to DHCP profile.

B TekRADIUS Manager (Admin Mode) =101 x|

File  Service Help

Users IGroupsI Elientsl Settingsl Application Logl Active Sessionsl Dictionary Editorl Heportingl Monitorsl DHEF'I

— Browse Users — User A4:67:06:6F: 7F:00 [Enabled)
I IA" j ﬂl Check and Reply Items for the user "A4:67:06:6F:7F:00":
Usgername | Group | Aftribute | Tupe | Walue

Ad4:B7:06:EF:7F:00 Default

Uszer: |A4:E?:DB:EF:?F:DD IDefault j Attribute : DHEP-SuccjIDHCP-Domain-Name-Sewer j|212.58.13.33 j

[“3 Add || 7 Modiy | | X Dekete | | 2) add/Update | [ X Deete |

|.¢\ttribute 'DHCP-Domain-Mame-Server' for the user 'A4:67:06:6F: 7F:00' (DHCP-Success-Rephy) has been deleted...| TekRADILS Service is Funning 'E

DHCP profile based on MAC Address

If you have a commercial edition of TekRADIUS you can add DHCP options to the user profile.

ﬁ TekRADIUS Manager {Admin Mode} iy =] B
i i Help
| Groupsl Clientsl Settingsl Application Logl Active Sessionsl Dictionary Editoll Heportingl Monitorsl DHCF‘I
— Browsze Uszers — User dhcpuszer [Enabled)
I IA" ﬂ ﬂl Check and Reply Items for the uszer "dhcpuser”:
Lzername | Group | Aftribute | Type | Walue
dhepuser Drefault Uzer-Paszsword Check. i
TLS-Server-Certificate Check. K.aplan2b6
FramedP-&ddress Success-.. 192168233
FramedP-Metmaszk Success-.. 2552552550
szer: Idhcpuser IDefauIt j Aftribute | Check. ﬂ IUser-F‘assword ﬂ |xxxx
| 73 add || Modiy | [ X Delete | | ) Add/Update | [ X Delete |
Attribute User-Password' fior the user 'dhcpuser’ has been updated. | TekRADIUS Service is Running 2.

User profile with DHCP options

© 2013-2018 KaplanSoft - https://www.kaplansoft.com/ 2



TelkRADIDS - Assign a Static IP Address to a PEAP/EAP Authenticated Wireless / Wired Client

Following RADIUS attributes are translated to DHCP options if they exist in user profiles;

RADIUS Attribute DHCP Option

Framed-1P-Address DHCP-IP-Address

Framed-I1P-Netmask = DHCP-Subnet-Mask

Framed-Route DHCP-Classless-Static-Route

Session-Timeout DHCP-IP-Address-Lease-Time

DHCP-Classless-Static-Route value must be entered in following format;
<Network>/<Network Bits><Space><Router IP Address>
Sample;
192.168.0.0/24 192.168.0.1

If a DHCP IP pool is ran out of IP addresses and Mail Alerting is enabled, TekRADIUS will send a
notification with an e-mail. You can monitor active DHCP assignments through DHCP tab.

You can disable a DHCP profile by adding TekRADIUS-Status = Disabled (Check) attribute.

DHCP server is available in both free and commercial editions of TekRADIUS but IP address
assignment to wireless users based on their usernames feature is available only in commercial
editions of TekRADIUS.
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