TelkRADIUS - Creating and Installing a Self Signed Certificate for PEAP Authentication

Creating and Installing a Self Signed Certificate for PEAP/EAP-TLS
Authentication

A server-side X.509 digital certificate is required for PEAP/EAP-TLS authentication. This
certificate can be purchased from a third-party Certificate Authority such as VeriSign, or it can be
issued from an organization's internal Certificate Authority. But these options may be costly for test
environments.

Creation of Self Signed Certificate

You can use TekCERT to generate self signed certificates for test environments. You can download
TekCERT from TekRADIUS Support site. When you run TekCERT you will see following form to
create a certificate:

& TekCERT - self Signed Certificate Generator =] 3
| Browse Certificates I
—lssued to — Ophi
Mame : ITest Key Length : |1D24 'l
Organization : ITest Organization Purpose IServer Luathentication vl
City - IIstanbuI “Walid for [Day(z]] : |3D
State : I Serial #: IBeDf43828?d85a8b
Country : ITH j
—0p
1 Resst | Y Generate Certificate |
TekCERT iz ready _t),"l Exit |

Figure 1. - TekCERT certificate parameters

Click “Generate Certificate” button to create the certificate after filling necessary fields. You need
to enter at least a valid “Name” for the certificate.

ﬂ TekCERT - Self Signed Certificate Generator !IE[ E

Certificate Gereration  Browse Certificates |

lzsuer | lzsued to | Mot Before | Mot After | Purpoze | P.Kgﬂﬁy Legth| -
USER \administrator USER“dministrator 04102010 04102011 NAA e 1024
BBemy BBemy 10052010 06032011  Server Authentication e 1024
i A070.2010 29772010 Server Authentication Yes
Erzurum Erzurum 181020010 18102011 Client Authentication e 1024
Acer Acer 161020010 11102011 Client Authentication e 2048
Tulu Tulu 161020010 111020017 Server Authentication  Yes 2048 |
Wan Wan 189102000 07.05.2011  Client Authentication Mo 2048
Sivas Sivas 181020010 06.05.2011  Client Authertication Yes 2048
TEKRAD TEKRAD 12102010 071020011 Server Authentication  Yes 1024 LI
Export Private Key ™ Password: I | >< [relete | | #]Refresh | Iﬁ E=port |
Selected cerificate 'Test' deleted. ﬁl il

Figure 2. - Browse certificates

You can export public key in .cer (DER encoded X.509) format after creating the certificate for
client deployment. Click “Browse Certificates” tab, select the generated certificate and click
“Export” button.

You can also create client certificates using TekCERT. Select “Client Certificate” as Purpose to

create Client Certificates in certificate parameters. You must export client certificate with its
associated private key for client deployment in .pfx format.
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Certificate Deployment at Client Side

You do not need to deploy a root certificate on clients as long as you don’t require server’s
certificate verified by the clients. But if you require client verification of server certificate, you need
to export root certificate and deploy it on the clients.

Server Certificate

Copy the file contains server certificate to client computer. Locate the certificate file on the client
computer; right click on it than select “Install Certificate”. Click “Next” on “Certificate Import
Wizard” dialog. Select “Place all certificates in the following store” than click “Browse”. Click
“Show physical stores” and then select “Trusted Root Certification Authorities/Local Computer”,
click OK to close “Select Certificate Store” dialog.

Sedect Certificate Store 2 x|

Select tha cartfoata store vou want 2 use

i+ () Enterprse Tne
- 1 Infrerndbate Contifvation Aulhnite
dl

IV o obysca stores

[ ot | camm |

Figure 3. - Select Certificate Store dialog

Click “Next” after selecting certificate place on “Certificate Import Wizard” dialog and then click
“Finish” to complete manual deployment of server root certificate.
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Figure 4. - Certificate Import Wizard dialog Figure 5. - Certificate Import Wizard dialog

Client Certificate

Copy the file contains client certificate to client computer. Locate the certificate file on the client
computer; double click on the certificate file. Click next (Figure 19);
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Bi= naney

[ Documents and Sethngs \Adminstrator Desciopmycert.pfx

Note; More thar one cersficate can be stored 0 2 sngle fie i the Sollowng formass:
Persone Informaton Exchenge- MWCS 212 [PFY, P12
Cryptograghic Message Syntax Standard- PRCS =7 Certficates [ F78)
WMoosoft Seraized Certficate Store {,557)

el |

cpack | opees |

T E—

Password
To maeriae seturity, T rls <8y et rotecind wih A paord,

x|

Tyoe T passivord for the private key,

Psezword:

I™ Enebie strang prvate key orotection. Tou wil be promoted every tme the
privete key & used by an aophcaton if you enabie this ooton.

¥ ark thes ey 25 exoortatie, This wil alow you 10 Dack LD O DaNSOU pour
eys 2 3 Ster trve,

<we [Com]

el |

Figure 6. - Certificate Import Wizard dialog

Enter private key password, select “Mark this

Figure 7. - Certificate Import Wizard dialog

key as exportable...” and click Next. Select

“Automatically select the certificate store based on the type of certificate” and click Next. Click

Finish at the latest dialog.

Client PEAP Configuration

Although there are commercially and freely available PEAP supported 802.1X supplicant
alternatives for Windows, Windows editions have a built-in supplicant. In order to configure PEAP
(PEAPVO-EAP-MS-CHAP v2) Authentication for a Wireless Network Connection, open Network

Connections (Start/Settings/Network Connections),

select properties.

-1 Arka Properties

General Wireless Networks |Ac|vanced I

21x|

¥ Use Windows to configure my wireless network: settings

[ Available petworks:

To connect to, disconnect from, orfind out more information
about wireless networks in range, click the button below.

View Wirsless Networkcs |
r— Prefemred networks:

Automatically connect to available networks in the order listed

below:
fove up |
ove dovn |

1 IPAQ (Manual)

Add..

Bemove

Leam about setting up wireless network
configuration.

Advanced |

OK | Cancel |

Figure 8. - Wireless Networks Connection/Wireless
Networks tab.

right click on particular wireless connection and

Cr—
Sgeoceton ‘ Atrernoaon | Coonscton |
17 Cogriect even f £33 retwok 8 ot bsdeasing!
Wireleos netwodk koey

2

Network neme (S50

Thas et sodumes & key for T lofgwng

TKIP

Netmork &.therticabor
Dete enoypiion

o]

Cancel |

Figure 9. - Association parameters.

You will see detected wireless networks in “Preferred networks” window on “Wireless Networks”
tab. Select wireless network which requires PEAP authentication and then click properties.
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Configure “Association” parameters as shown in Figure 7. Jump to “Authentication” tab select
“Protected EAP (PEAP)” as “EAP Type” then click “Properties”.

IPAQ properties i | Protected EAP Properties 2=l
Association  Authentication |annecﬁgn | When connecting:

~I¥ validate server certificate

Select this option ta provide authenticated netwark access for

wireless Ethernet networls, I Cannect to these servers:

Trusted Root Certification Autharities:

EAP fype: IPrl:ltected EAP (PEAF) j [ TURKTRUST Elektronik Sertifika Hizmet Sadlayiasi ;I
O TURKTRUST Elektronik Sertifika Hizmet Sadlayics

USER

O Ut - DATACorp 5GC

[0 UT-USERFirst-Client Authentication and Email

[T Authenticate as computer when computer information is 0 LI'I'N-LISERF!rstHard are o
available O um-UsERFirst-Metwaork Applications -
| &

<
[T Authenticate as quest when user or computer information is
unavailable [ Do not prompt user to suthorize new servers or trusted

certification authorities.

[¥#| Enable IEEE 80215 authentication for this network

Select Authentication Method:

ISecured password (EAP-MSCHAP v2)

[~ Enable Fast Reconnect
[~ Enable Quarantine checks
[™ Disconnect if server does not present cryptobinding TLV

ok | cancel ok | cancel |

Figure 10. - EAP type selection Figure 11. - Protected EAP Properties dialog.

Click “Validate server certificate” and select installed server root certificate installed previously in
the “Trusted Root Certification Authorities” list optionally. Set other options as shown in Figure 9.

If you plan to authenticate user with a username/password pair other than the user uses to logon to
Windows, click “Configure” button on “Protected EAP Properties” dialog and uncheck
“Automatically use my Windows logon name and password” on “EAP MSCHAPv2 Properties”
dialog and click OK.

EAP MSCHAPv2 Properties x|

When connecting:

™ Automatically use my Windows logon name and
password (and domain f ary).

Cancel |

Figure 12. - EAP MSCHAPV2 Properties dialog.

You can also deploy TekWiFi on client computers to simplify PEAP provisioning on client side.
TekWiFi automatically configures PEAP settings and connects to wireless network. You can
download TekWiFi from TekRADIUS web site.
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_ioix
File  Help
Wwirgless Metworks  Diagnostic | Settingsl
— Sunta
IP Address : 212531381 Security : w42 Enterprise
Subnet Mask : 255 255 25510 Key :
Default Gateway - 2125513 1 Walidate server certificate [
DNS5 1 : N (e Windaws ingon credientiais v
DHS 2 - 1/,
Cannest | Diagnoze |
 Tests
Conducting test | Result |
@ DME zerver accessibility Failed
@ Hotzpat server accessibilty Failed
& Default gateway accessibiliy 7B ma
&2 15P home page accessibility M
@ Intemet connectivity 178 mz
Save |
Connected ko Sunta...

Figure 13. — TekWiFi Settings.

Client EAP-TLS Configuration

Open Network Connections (Start/Settings/Network Connections), right click on particular wireless
connection and select properties in order to configure EAP-TLS Authentication for a Wireless
Network Connection.

2] 21
General  Wireless Networks | Advanced | Ageocetion l Atrerdzaron | Coonscton |
¥ Use Windows to corfigure my wireless netwaork settings Fetwork neme (3500 I
- Available networks: W Cogrect even f 533 refiak 8 rct brosceasing!
To connect to, disconnect from, orfind out mare information Wireieos netwod ey
about wireless networks in range, click the button below. This ntaso secuives @ kiry for e Iobomng
View Wireless Metworks | —
Netwock &thercticabor | {FA ‘I
r~ Prefemed networks: Dsta encipiion TKIE -
A tomatically connect to available networks in the order listed
below: ) I l

1 IPAQ (Manual) [dove up | I
Fove down |

al l 3
Add... Remove AL ' .'
Leam about setting up wirsless network Advanced | r
confiquration. -
QK | Cancel I I L . J

Figure 15. - Association parameters.

Figure 14 - Wireless Networks Connection/Wireless
Networks tab.

You will see detected wireless networks in “Preferred networks” window on “Wireless Networks”
tab. Select wireless network which requires PEAP authentication and then click properties.

© 2013-2018 KaplanSoft - https://www.kaplansoft.com/ 5



TelkRADIUS - Creating and Installing a Self Signed Certificate for PEAP Authentication

Configure “Association” parameters as shown in Figure 20. Jump to “Authentication” tab select
“Smart Card or Certificate” as “EAP Type” then click “Properties”.
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Figure 16. - EAP type selection Figure 17. - Protected EAP Properties dialog.

Click “Validate server certificate” and select installed server root certificate installed previously in
the “Trusted Root Certification Authorities” list optionally. Set other options as shown in Figure 27.
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